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ARISTA-7020TR-LEAF-2. :52:01#conf

ARISTA-7020TR-LEAF-2. :52:12(config)#int eth 31

ARISTA-7020TR-LEAF-2. :52:17(config-1f-Et31)#desc Ward Beck preM0-221 + GPIO
ARISTA-7020TR-LEAF-2. :52:38(config-if-Et31)#int eth 32
ARISTA-7020TR-LEAF-2. :52:43(config-1f-Et32)#desc Ward Beck 32ME-N
ARISTA-7020TR-LEAF-2. :52:48(config-1f-Et32)#int eth 33
ARISTA-7020TR-LEAF-2. :52:58(config-if-Et33)#Ward Beck AMS8-1AN

% Invalid input

ARISTA-7020TR-LEAF-2. :53:00(config-if-Et33)#desc Ward Beck AMS8-1AN
ARISTA-7020TR-LEAF-2. :53:06(config-if-Et33)#

EBU
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ldea

* A centralized, but dynamic and collaborative repository for often
changed switch parameters.

* A centralized, but dynamic and collaborative view of troubleshooting
data from the switch, the “show” commands.

* A real time update or periodic polling of both.
* Has to support Arista switches

EBU
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IP SH?}%&&EE Possible solutions

e CLI?
e Ansible?
* Python?
— CLI (Telnet/SSH)?

— JSON?
— Native API?

EBU
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e telnetlib
e paramiko
* netmiko

* pyeapi

EBU
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telnetlib

import getpass

import sys
import telnetlib

ip_address = "192.168.122.71"
user = 'admin’
password = 'admin'’

tn = telnetlib.Telnet(ip_address)
tn.read_until("Username: ")

tn.write(user + "\n")
tn.read_until("Password: ")

tn.write(password + "\n")

tn.write("enable\n")
tn.write("super_secure_enable_pass\n")
tn.write("show version\n")

print(tn.read_all())

EBU
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paramiko

import paramiko
import time

ip_address = "192.168.122,72"
username = "admin"
password = "admin"

ssh_client = paramiko.SSHClient()
ssh_client.set_missing_host_key_policy(paramiko.AutoAddPolicy())

ssh_client.connect(hostname=ip_address, username=username, password=password)

remote_connection = ssh_client.invoke_shell()

remote_connection.send("enable\n")
remote_connection.send("super_secure_enable_pass\n")
remote_connection.send("show version\n")

time.sleep(1)
output = remote_connection.recv(65535)
print(output)

ssh_client.close

EBU

OPERATING EUROVISION AND EURORADIO
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netmiko

from netmiko import ConnectHandler

‘device_type': 'arista_eos'’,
pts 1192,.168:.122.72,
‘username': 'admin’,
‘password': ‘'admin',

net_connect = ConnectHandler(#%S1)

output = net_connect.send_command('show version')
print(output)

13
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pyeapl

import pyeapi

connect = pyeapi.client.connect(
transport="https',
host='192.168.22.72",
username="'admin',

password="'admin')
connectedSwitch = pyeapi.client.Node(connect)

connectedSwitch.enable('show version')

14
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ARISTA e Overview

Command API

Simple eAPI request editor

Command Documentation

Simple Request Script Editor

This page lets you craft a single eAP| request, and explore the returned JSON . Note that this form creates real eAPI requests, so any configuration you perform will apply to this
switch. Don’t know where to start? Read the APl overview or try one of these examples: Check version, Create an ACL, Show virtual router, OF View running-config !

API Endpoint | http://172.16.2.11/command-api

Version 1
-
v

Format “json”

A

Timestamps  false v

Commands
1 show version
2
Request Viewer
i-f
2 "jsonrpc": "2.0",
3 "method": "runCmds",
4~ "params": {
5 "format": "json",
6 "timestamps": false,
7~ "emds": [
8 "show version"
3 1,
10 "version”: 1
11 1,
12 "id": "EapiExplorer-1"
13}

EBU

OPERATING EUROVISION AND EURORADIO

©levgen Kostiukevych, kostiukevych@ebu.ch, Special for NAB 2019 IP Showcase Theater

ID  EapiExplorer-1
Submit POST request
Response Viewer
1
2 "jsonrpc": "2.0",
3-  “result": [
4 [
5 "modelName™: "vEOS",
6 "internalVersion": "4.15.3F-2812776.4153F",
7 "systemMacAddress"”: "00:0c:29:a8:7d:08",
8 "serialNumber": "",
9 "memTotal": 1897532,
19 "bootupTimestamp": 1461275519.58,
11 "memFree": 148496,
1z "version": "4.15.3F",
13 "architecture": "i386",
14 "internalBuildId": "34549125-b84f-41f0-b8bb-ce3d509814de",
15 "hardwareRevision": ""
16 }
17 |l
18 "id": “EapiExplorer-1"
19 }

15
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googleAuthorize():

scope = ['https://spreadsheets.google.com/feeds',
"https://www.googleapis.com/auth/drive']

credentials = ServiceAccountCredentials.from_json_keyfile_name(
args.api, scope)

gc = gspread.authorize(credentials)

logger.info(' - Google Cloud API authorization successful')
return(gc)

gc = googleAuthorize()

switchConfigs = gc.open(config['spreadsheet'])
vlanList = switchConfigs.worksheet('Vlan List"')
vlanPorts = switchConfigs.worksheet
'Interfaces VLAN Allocation and Descriptions')
interfacesMacTable = switchConfigs.worksheet('MAC addresses table')
interfacesStatusTable = switchConfigs.worksheet('Interfaces status table')

17


mailto:kostiukevych@ebu.ch

SHOWCASE"
THEATER

Switches By Switches ]
©afin Womessnts Bwp Boramxa  Gopmar Jlamede. Wncrpysmesm foni Gaan  Mamerwrs Bug Berapxs Gopwar  Jadkete  MucTpymenms  flon
i~ @ PN - B %0 00 23 Al =% =@ e @ POWON . j % 000 1. Al v 1 v I§
Visn D
__’ A i L € B E u '
© VuniD [VianName - :
2 1/ defauit 39 1 - Dewica 1
1 10 TEN r 2 20 - Devica 2
- 20| TWENTY 3 200 - Dewice 3
' 30 THIRTY 1 4 20 - Device 4
‘ 40]FOURTY ¢ 5 100 - Device 5
? 50|FIFTY ‘6 20 - Dewvice 8
' 60/ SIXTY V7 10 - Devica 7
' 70 SEVENTY v 8 220 - Device 8
i 100{Managament w9 20 - Dovics 9
" 200/Zoo 110 30 - Device 10
12 210/PCO_1 L )| 20 - Devics 11
1 220{P0O0D_2 n 12 240 - Device 12
4 230/P0OD_3 "
0 m'ooo_q n
1% 250/POD_5 bd

= »
% s
= 2
= ™
- 5
™ »
- =
n n
= =
= 2]
P L]

=
E B U + = Vien List = Interfaces VLAN Alocutiaon and Deacriptions « + B Vian List = Intecfaces VLAN Allocation and Descriptions =

OPERATING EUROVISION AND EURORADIO
©levgen Kostiukevych, kostiukevych@ebu.ch, Special for NAB 2019 IP Showcase Theater


mailto:kostiukevych@ebu.ch

EBU

OPERATING EUROVISION AND EURORADIO
©@levgen Kostiukevych, kostiukevych@ebu.ch, Special for NAB 2019 IP Showcase Theater

Updating interfaces descriprions.

vianPorts.get_all_records():

cription,set_d ription{'Ethernet

'‘Description'])

riptions updated')

Llogger.info

logger, info(' Updating vian

vians connectedSwitch, api

vians.autorefresh
vlan vianList.get_all_records():
vians.create(vlian|'Vian

vians.set_name(vlan|'Vian ID'|, name=vlan|'Vlan Nz

logger.infol' - table upda

logger. i g -
logger.info(' Upda interface
currentVlans portsVlans.getall

port vianPorts.qge

striport
]Ol_]gf_‘r warningl
- Modifyir port - Ney cess Vi ‘. format(port|'Port
vian{'Ethe

port!‘Vlian'

logger.infol' Interface vlians updated')

Vian' stricurrentV : '.formatiport|{'Port

‘access_vlan

port|'Vian']
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1 interfacelist:
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elcellRange

E BU c flattened test datali

OPERATING EUROVISION AND EURORADIO ) 1s{celiRange
©@levgen Kostiukevych, kostiukevych@ebu.ch, Special for NAB 2019 IP Showcase Theater v . ol AL i



mailto:kostiukevych@ebu.ch

SHOWCASE"

THEATER

“— o~ P 100% ~« p.
Interface
. A 8
' |interface  ~!Vian ID ~ autoN
2 Ethemet1 | 1
1 Ethernet10 30
4+ Ethernet11 20
5 Ethermnet12 240
6 Ethernet2 20
/ Ethermet3 200
& Ethernet4 20
5 Ethernet5 100
10 Ethermnet6 20
11 Ethernet7 10
12 Ethernet8 220
13 Ethernet9 20

Switches

®ain Wsmennts Bup Beraska @opmar [anHbie WMucTpymenTtbl [dononwenus Cnpaska

Management1  N/A

% .0 .00 123+

FALSE
FALSE
FALSE
FALSE
FALSE
FALSE
FALSE
FALSE
FALSE
FALSE
FALSE
TRUE

Arial - 12 -

B IS A & H

E F

0 SRS

0 Device 1
0 Device 10
0 Device 11
0 Device 12
0 Device 2
0 Device 3
0 Device 4
0 Device 5
0 Device 6
0 Device 7
0 Device 8
0 Device 9
1000000000 MGMT

MNocneanee uamenenve; python-apl 9 are# Hasan

duplexFull EbraTestPhyPort
duplexFull EbraTestPhyPort
duplexFull EbraTestPhyPort
duplexFull EbraTestPhyPort
duplexFull EbraTestPhyPort
duplexFull EbraTestPhyPort
duplexFull EbraTestPhyPort
duplexFull EbraTestPhyPort
duplexFull EbraTestPhyPort
duplexFull EbraTestPhyPort
duplexFull EbraTestPhyPort
duplexFull EbraTestPhyPort
duplexFull 10/100/1000

up
up
up
up
up
up
up
up
up
up
up
up
up

o [

“ L

connected
connected
connected
connected
connected
connected
connected
connected
connected
connected
connected
connected
connected

N/A N/A
N/A N/A
N/A N/A
76:d0:3¢:48:d8:31 dynamic
N/A N/A

96:b6:4c:f8:8c:1a  dynamic
1a:b2:af:cc:7a:c6 dynamic
N/A N/A

9e:94:82:cc:ed:ac dynamic
ba:ac:81:78:3e:1a dynamic

N/A N/A
7e:05:67:4c:9f:.5b dynamic
N/A N/A
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connect pyeapi.client.connect(

transport="https', host=configl'ip'|, username=config|'username'|, password=config/|'password'])

logger.infol
' — Trying to connect to using provided username and password'.format(configl'ip']))
connectedSwitch pyeapi.client.Node(connect)
hostname connectedSwitch.enable( 'show hostname')
logger.info(' - Succsessfully connected to '
hostname 'result'] ['hostname'])
version = connectedSwitch.enable('show version')

logger.info(pp.pprint(version{@]['result']))

vlans = connectedSwitch.api('vlans')
portsVlans = connectedSwitch.api('switchports')
portsDescription connectedSwitch.api('interfaces')

args.vlans_list and not args.continious:
createVlans()

if args.interfaces_description and not args.continious:
setInterfaceDescriptions()

args.interfaces_vlans and not args.continious:
setInterfaceVlans()

args. interfaces_status and not args.continious:
getInterfacesState()

EBU 1f not args.continious:
logger. info( '========================cccc=c==ccccoo=—=ac ")

OPERATING EUROVISION AND EURORADIO logger.info(' — ALl tasks finished. Exiting...')
©@levgen Kostiukevych, kostiukevych@ebu.ch, Special for NAB 2019 IP Showcase Theater
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What about real time update?

OPERATING EUROVISION AND EURORADIO

stiukevych@ebu.ch, Special

NAB 201
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1ile args.continious:

'

logger.info(' - + stridatetime.now().replace(microsecond

logger.info(' - Succsessfully connected to '
hostname '‘result'] | 'hostname’])

args.vlans_list:

createVlans()
gspread.exceptions.APIError:
wait('api')
gc = googleAuthorize()
args.interfaces_description:

setInterfaceDescriptions()
gspread.exceptions.APIError:
walt('api')
gc = googleAuthorize()
args.interfaces_vlans:
setInterfaceVlans()
gspread.exceptions.APIError:
wait('api')
gc googleAuthorize()
args.interfaces_status:

getInterfacesState()
‘ept gspread.exceptions.APIError:
wait('api')
gc googleAuthorize()
wait('wait')

ept KeyboardInterrupt:

logger.info('Stopped')
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usage: automation.py [-h] [-vL] [-iD] [-iS] [-iV] [-c] config api [time]

positional arguments:

config provide the config file
api provide the API json file
time amount of seconds to wait before repeating tasks,

default is 10 seconds

optional arguments:

-h, —-help show this help message and exit
-vL, ——vlans_list read vlans from the spreadsheet and create in the
switch

-iD, —-interfaces_description
read interfaces descriptions from the spreadsheet and
update in the switch

-iS, —interfaces_status
read interfaces status from the switch and update in
the spreadsheet

-iV, —-interfaces_vlans
read interfaces vlans from the spreadsheet and update
in the switch

-c, ——continious repeat activated tasks after 10 seconds (default,

EBU unless time is specified)

OPERATING EUROVISION AND EURORADIO
©levgen Kostiukevych, kostiukevych@ebu.ch, Special for NAB 2019 IP Showcase Theater
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Useful links

 https://github.com/ktbyers/netmiko

* https://github.com/paramiko/paramiko

* https://docs.python.org/3.7/library/telnetlib.html
* https://pyeapi.readthedocs.io/en/latest/index.html

* https://github.com/ievgen-kostiukevych/Google-Spreadsheet-Driven-

Arista-eAPIl-Automation-Demo

* https://www.gns3.com/

EBU

OPERATING EUROVISION AND EURORADIO
iukevych, kostiukevych@ebu.ch, Special for NAB 2019 IP Showcase Theater
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